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ABSTRACT

Thispaperpresentsfirst aformaldevelopmentmethodologythat
enablesthe validation of formal specificationsas well as pro-
gramcodeswrt client’srequirements.Themethodologyis based
on the two languagesframework: it advocatesthe joint useof
a model-orientedspecificationanda logical language.Second,
the paperdescribesdevelopmentguidelinesfor systemdesign
within the proposedmethodology. Guidelines,specificto each
kind of system,canbedefined.They enablethespecifierto add
progressively the complexity into the systemdesign. Two de-
velopmentprocessesareproposed:the first oneleadsto a tra-
ditionalclient/serverdesign;thesecondoneenablesto integrate
fault-tolerancein thedesign.Both developmentprocesseshave
beenappliedon anexampleandproducedaJavaprogram.

Keywords: StructuringComplex ConcurrentSystems,Formal
Development,StepwiseRefinement,DevelopmentGuidelines,
SystemDesign,Java.

1. INTRODUCTION

Theengineeringof distributedsystemsshouldbebasedonade-
velopmentmethodologywith a designphaserelying on well-
establisheddesignprinciplesand formal enoughfor a serious
verificationphaseto bedefined.

Formalmethodstraditionallyusea singleformal specifications
languagefor expressingboththerequirementspecifications,and
the systemspecifications.When the chosenformal specifica-
tionslanguageis property-oriented(e.g.,a logical language),the
specificationtask is more difficult, but the verification task is
reducedto showing logical implications.Whenthechosenfor-
malspecificationslanguageis model-oriented,specificationsare
moreeasilyandpowerfully expressed,but theverificationtaskis
difficult andusuallyfollowsaninformalway (e.g.,simulation).

In order to bring a solution to the problemof the choicebe-
tweena model-orientedanda property-orientedformal specifi-
cationslanguage,somemodel-orientedspecificationslanguages
have acquireda property-orientedspecificationslanguage.This
is known asthetwolanguagesframeworkdescribed,amongoth-
ers,by Pnueliin [14]: a logical languageis usedfor expressing
requirements,andamodel-orientedlanguageis usedfor describ-
ing modelsor implementations.In addition,thelogicallanguage
is alsousedfor translatingthesystemspecificationinto logical
properties,andtheverificationtaskis thenrealizedin thelogical
framework. Amongothers,theVDM

���
[11] languageandthe

temporalPetrinetsof [8] usethisapproach.

Thispaperpresentsa formal developmentmethodology thatfol-
lows the two languagesframework. It addressesthe threeclas-
sical phasesof the developmentprocessof distributedapplica-
tions: theanalysisphase,thedesignphase,andtheimplementa-
tion phase.Thedesignphaserelieson the stepwiserefinement
of formal model-orientedspecifications.Thecorrectnessof the
refinementstepsandthevalidationof formal specificationsand
programswrt client’srequirementsis verifiedonthebasisof log-
ical formulae.

The proposedmethodologyis generalenoughand can be ap-
pliedto any model-orientedformalspecificationslanguage.This
paperdescribestheparticularapplicationthathasbeenrealised
for a specialkind of synchronizedPetrinets,calledConcurrent
Object-OrientedPetri Nets(CO-OPN/2)[2]. CO-OPN/2is an
object-orientedformal specificationslanguagethat allows con-
currentsystemsto bedescribedin termsof structuredPetrinets
for the behavior part, andalgebraicspecificationsfor the data
structuresusedto definevaluesmanagedby thePetrinets.Tem-
porallogic formulaeusedfor therefinementstepsareexpressed
by meansof theHennessy-Milnerlogic (HML).

This paperdescribesas well developmentguidelinesfor sys-
tem designwithin the proposedmethodology. Two develop-
mentprocessesareproposed:thefirst oneleadsto a traditional
client/server design;the secondoneenablesto integratefault-
tolerancein thedesign.Distributivity andimplementationcon-
straintsareprogressively addedduringthedevelopmentprocess.
Eachstepis formally provedusinglogical formulae.Thus,ev-
ery specification,aswell astheobtainedprograms,validatethe
initial requirements.

Thestructureof thispaperis asfollows. Section2 describesthe
formal developmentmethodology, andpresentsits application
to synchronizedPetri nets. Section3 illustratesthe proposed
formal developmentmethodologyand the useof development
guidelinesduring the designphase.Section4 presentsrelated
work.

2. DEVELOPMENT METHODOLOGY

The methodologyproposedin this paperfollows the two lan-
guagesframework. It addressesthe threeclassicalphasesof
the developmentprocessof distributedapplications:the anal-
ysisphase,thedesignphase,andthe implementationphase.

After theanalysisphase,informal requirementsaredetermined.
Thedesignphaseconsistsof thestepwiserefinementof model-
orientedspecifications. The methodologyadvocatesfor this



phasethe joint useof model-orientedspecificationsand logi-
cal formulae. The behavior of a systemis specifiedby means
of model-oriented� specifications.Suchspecificationsprovide a
model of the system,and implicitly definea set of properties
correspondingto thebehavior definedby thespecification.Dur-
ing a refinementstepit is not alwaysnecessaryto preserve the
wholebehavior proposedby thespecification.Therefore,essen-
tial propertiesexpectedby thesystemareexplicitly expressedby
meansof a setof logical formulae,calledcontract. A contract
doesnot reflectthewholebehavior of thesystem,it reflectsonly
the behavior part that mustbe preserved during all subsequent
refinementsteps. A refinementis thendefinedas the replace-
mentof anabstractspecificationby a moreconcreteone,which
respectsthecontractof theabstractspecification,andtakesinto
accountimplementationconstraints.

Finally, the implementationphaseis treatedin a similar way as
the designphase. At the end of the designphase,a concrete
model-orientedspecificationis reached,it is implemented,and
theobtainedprogramis consideredto bea correctimplementa-
tion if it preservesthecontractof themostconcretespecification.

Figure1 showsthethreephases.Onthebasisof theinformalre-
quirements,anabstractspecification
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is devised. Its con-

tract �
��������� � � 
 formally expressesthe requirements.During
thedesignphase,severalrefinementstepsareperformed,leading
to a concretespecification

�����	���
and its contract �
��������� � � � .

Theimplementationphasethenprovidestheprogram�������������
and its contract �
��������� � � . A refinementstepis correctif the
concretecontractscontaintheabstractcontracts.
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Figure1. DevelopmentMethodology

Theparticularityof our methodologywrt traditionalonesusing
thetwo languagesframework is that: first, it goesa stepfurther,
sincethe contractsexplicitly point out the essentialproperties
to be verified. The specifiercan then freely refine the formal
specifications,without being obliged to keepall the behavior.
Second,themethodologycoversthewholedevelopmentprocess
sinceit addressesalsotheimplementationphase.Third, theuse
of contractsenablesto formally prove the validationof formal
specificationsandprogramswrt client’s requirements.

GeneralTheory
In orderto formally supportthe methodologydefinedabove, a
generaltheoryof refinementandimplementationbasedon con-
tractshasbeendefined[4]. The theoryappliesto any model-
orientedformalspecificationslanguageandany logicallanguage
thatenablesto expressformulaeon thesespecifications.

RefinementBasedon Contracts: As we intendto
make explicit the useof propertiesin orderto constrainthe re-
finement,we requireevery specificationto be linked with a set
of properties. This setof propertiesis calleda contract. The
pair formed by a specificationand a contractis called a con-
tractualspecification. Thecontractis actuallyasetof formulae,
expressedon thespecification,that is satisfiedby all modelsof
thespecification.

The basicideaof refinementconsistsin replacinga high-level
(abstract)contractualspecificationby a lower-level (morecon-
crete)contractualspecificationwhosemodelspreserve thecon-
tractguaranteedby thehigher-level specification.

We do not constrainsyntacticallythe lower-level contractual
specificationswrt thehigher-level ones,i.e.,syntacticalchanges
areallowed.A refinerelationassociatesoneor moreelementsof
thehigh-level contractualspecificationto elementsof thelower-
level contractualspecification.The refinerelationexplainsthe
syntacticalevolution of thehigh-level specificationtowardsthe
lower-level specification.Theuseof a refinerelation,allowing
syntacticalchanges,impliesthetranslationof thehigh-level con-
tract into a setof formulaeexpressedon thelower-level specifi-
cation. Thetranslationis performedby themeansof a formula
refinement, i.e., a function, univocally definedon the basisof
therefinerelation,which mapsevery high-level propertyof the
contractinto a lower-level formula. Theformularefinementex-
plainsthesemanticalevolution of thehigh-level specificationto
the low-level specification,e.g., when a high-level elementis
relatedto several lower-level elements,the formula refinement
hasto explain how the lower-level elementsreplacethe single
higher-level elementin a formula.

The refinementis then definedas the replacementof a high-
level contractualspecificationby a lower-level contractualspec-
ification whosecontractcontainsthe translatedcontractof the
higher-level contractualspecification.In this way, every model
of the lower-level specificationsatisfiesthe translatedcontract
of thehigher-level specification,sinceit satisfiesthecontractof
thelower-level specification.Thelower-level contractmaycon-
tain the”same”formulae(via thetranslation)asthehigher-level
one. It canalsocontainmore formulae;the additionalformu-
laedescribeadditionalconstraintsthathave to beverifiedby all
furtherrefinementsteps.

Implementation Based on Contracts: A refine-
ment step consistsin replacinga high-level specificationby
a lower-level specification,both specificationsbeingexpressed
within the samelanguage.The implementationstepreplacesa
specificationby a program,expressedin a programminglan-
guage,which is usually different from the specificationslan-
guage.The implementationlinks theworld of specificationsto
theworld of programs.Thus,theimplementationsharesa lot of
similaritieswith therefinement.

The basicideaof implementationconsistsin replacinga con-
tractualspecificationby a contractual program whosemodels
preserve thecontractof thecontractualspecification.A contrac-
tual programis definedlike a contractualspecification,it is a
pair madeof a programanda contract,i.e., a setof properties
thattheprogramguarantees.



Wedo not constrainsyntacticallya low-level specificationwrt a
high-level specification.Dueto thechangeof language,thegap
between� theprogramandthespecificationis biggerthanthatbe-
tweentwospecifications.Thus,wewill neitherconstrainsyntac-
tically theprogramwrt thecontractualspecification.An imple-
mentrelationassociateselementsof thecontractualspecification
to elementsof thecontractualprogram.Formulaeof thespecifi-
cationsaretranslatedto formulaeexpressedontheprograms,by
themeansof a functioncalledformulaimplementation.

Theimplementationis thendefinedasthereplacementof acon-
tractualspecificationby a contractualprogramwhosecontract
containsthetranslatedcontractof thecontractualspecification.

Summary: Figure2showsarefinementprocessfol-
lowedby an implementationphase,anddepictstheproofsnec-
essaryto ensurethatthewholeprocessis correct.

The refinementprocessstarts with the pair  "!$#�%�& 
('*)
!$#�%�& 
�+�,-
�. as the mostabstractcontractualspecification. A
first refinementleadsto thepair  "!$#�%�&�/ '*) !$#�%�&�/ +�, / . . Re-
lation 0 
 is therefinerelationon  "!�#$%1& 
 and  "!$#�%�&�/ , and 2 

is theformularefinementoncontract

, 

.

The refinement process continues and reaches the pair "!$#�%�& � '*) !$#�%�& ��+�,-�-. . Finally, the implementationphase
providesthecontractualprogram 4345�6�7 '*) 345�617 +�84. . Rela-
tion 0$9 is the implementrelationon  "!$#�%�& � and  4345�617 , and2
9 is theformulaimplementationoncontract

,-�
.

Horizontal proofs ensure that every pair  "!$#�%�&	: '*)
!$#�%�& : +�, : .<;>=@?BAC?ED�F

obtainedduring the refinementpro-
cessis actuallyacontractualspecification,andthat  4345�617 '*)345�617 +�8G.

is actuallya contractualprogram. Therefore,it is
necessaryto show thatacontractis satisfiedby all modelsof the
specification:

H 6�IKJ�L�MONOPRQ , : ;>=*?SAR?TD�FU+
and

H 6�IKVXW�Y�Z[Q 8*\

Vertical proofsassertthecorrectnessof therefinementsteps,by
requestingtheinclusionof translatedcontracts:

2
: ;], : F
^_, : � / ;>=`?TAa?SDcbGd1FU\

Finally, implementationproof ensuresthat the contractualpro-
gram  4345�617 '*) 345�617 +�8*. correctlyimplementsthecontrac-
tual specification "!$#�%�& � '*) !$#�%�& �$+U,-�e. , andhenceevery
contractualspecification "!$#�%�&	: ;>=`?TAf?TDgF

. It requests,sim-
ilarly to verticalproof, theinclusionof contracts:

2 9 ;], � F
^h8*\

Application of the Theory to CO-OPN/2
We presentheretheapplicationof thegeneraltheorydescribed
above to a model-orientedspecificationslanguagebasedon
Petrinets,calledCO-OPN/2.Formulaeareexpressedusingthe
Hennessy-Milnerbranchingtimetemporallogic.

CO-OPN/2: CO-OPN/2is an object-orientedfor-
mal specificationslanguage[2] that integratesPetrinetsusedto
describeconcurrentbehaviors andalgebraicspecifications[16]
of structureddataevolving in Petrinets.
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Figure2. Theory of Refinementand Implementation

An object is consideredto be an independententity composed
of aninternalstatewhichprovidessomeservicesto theexterior.
The only way to interactwith an object is to invoke oneof its
services;theinternalstateis thusprotectedagainstuncontrolled
accesses.CO-OPN/2definesanobjectasanencapsulatedalge-
braicnet in which placescomposethe internalstateandtransi-
tionsmodeltheconcurrenteventsof theobject.A placeconsists
of a multisetof algebraicvalues. Transitionsare divided into
two groups:parameterizedtransitions,alsoknown asmethods,
andinternaltransitions.The formercorrespondto the services
providedto theoutside,while thelatterdescribetheinternalbe-
havior of anobject. Unlike methods,internaltransitionsarein-
visible to the exterior world andspontaneous(they arefired as
soonastheirpre-conditionsaresatisfied).An objectmethodcan
only be fired if no further internal transitioncan. A classde-
scribesall thecomponentsof a setof objectsandis considered
to beanobjecttemplate.Thus,all theobjectsof oneclasshave
thesamestructure.Objectscanbedynamicallycreated.Objects
arealsocalledclassinstances.Eachclassinstancehasaniden-
tity, which is alsocalledanobjectidentifier, thatcanbeusedas
a reference.

When an object requires a service, it asks to be synchro-
nisedwith the method(parameterizedtransition)of the object
provider. The synchronisationpolicy is expressedby meansof
a synchronisationexpression,which caninvolve many partners
joinedby threesynchronisationoperators(onefor simultaneity
(//), one for sequence(..), and one for alternative or non-
determinism(+)). For instance,an objectmay simultaneously
requesttwo differentservicesof two differentpartners,followed
by aservicerequestto a third object.

Hennessy-Milner Logic: HML formulae are ex-
pressedon CO-OPN/2specifications.An HML formulais a se-
quence(or aconjunction( ² ), or analternative(+)) of observable
events.Suchanevent is eitherthefiring of a singlemethodof a
CO-OPN/2object,or theparallelfiring of severalmethods.An
HML formulais satisfiedby themodelof aCO-OPN/2specifica-
tion if thesequenceof eventsdefinedby theformulacorrespond
to apossiblesequenceof eventsof themodelof thespecification.

HML formulaeon object-orientedprogramsare definedsimi-
larly to HML formulaeon CO-OPN/2specifications.



Theory: In orderto apply thegeneraltheoryof re-
finementand implementationbasedon contractsto the CO-
OPN/2language,andtheHennessy-Milnerlogic, it is necessary
to define: the refinerelationon CO-OPN/2specifications,and
thecorrespondingformularefinement;aswell astheimplement
relation on CO-OPN/2specificationsand object-orientedpro-
grams,and the correspondingformula implementation.These
relationsandfunctionsaresuchthat:

³ Refinerelation: it actslike a function(every abstractele-
mentis relatedto at mostoneconcreteelement);it is in-
jective (two abstractelementscannotbe relatedwith the
sameconcreteelement);partial (anabstractelementmay
have no correspondingconcreteelement);but total on el-
ementsthat appearin thecontract (every abstractelement
that appearin the abstractcontractmust be relatedto a
concreteelement).Therefinerelationimposesthepreser-
vation of the part of the abstractspecificationthat is nec-
essaryfor establishingtheabstractcontract(aswell asits
object-orientedstructure).It allows renamings,aswell as
theremoval or additionof elementsof thespecification.³ FormulaRefinement: it is a simplerewriting of theformu-
lae of the abstractcontract,basedon the renaminggiven
by therefinerelation;³ Implementrelation: it is, similarly to therefinerelation,a
simplerenamingof the elementsof a CO-OPN/2specifi-
cationinto elementsof anobject-orientedprogram;³ FormulaImplementation: it is a rewriting of HML formu-
laeonspecificationsinto HML formulaeonprograms.

Example: We considerthefollowing simpleexam-
ple: computingthesumof theintegerspresentin amultiset.The
computingof thesumfollowstheGammaparadigm[1]: achem-
ical reactionremovestwo valuesfrom amultiset,computestheir
sumandinsertstheresultinto themultiset.

ClassDSGammaSystem

new user(usr) userexit(usr)

useraction(i,usr)result(i,usr)

ChemicalReaction

users:
Integer

MSInt:Integer

usr usr

usr

usr

i

i+j ij

i
i

usr

usr

Figure3. DSGammaSystem

CO-OPN/2specificationsaregraphicallynotedin thefollowing
manner:aCO-OPN/2classis depictedasa rectanglewith acir-
clefor eachplaceinside,awhiterectanglefor eachinternaltran-
sition, and,on its sides,a blackrectanglefor eachmethod.La-
belledarrowsbetweenplacesandinternaltransitionsor between
placesandmethodsgive the flow relations(what is consumed
and what is addedto a placewhen an internal transitionor a
methodis fired).

Figure3 shows theDSGammaSystem class. Four systemop-
erationsare provided: they are specifiedby four CO-OPN/2
methods. Method new user(usr) enablesa new user
usr to be added to the system at any moment. Method
user action(i,usr) enablesusr to add integer i into
the system.Methoduser exit(usr) enablesusr to leave
thesystem.Methodresult(i,usr) enablesusr to seethe
computedresulti.

The internal transition ChemicalReaction actually per-
forms the Gammachemicalreactions:it removestwo integers
from placeMSInt, sumsthemup,andinsertstheresultinto the
place.

We presenta contract ´ madeof only two HML formulae: ´µ/
and ´�¶ .
Formula ´ / statesthatafter thecreationof a DSGammaSystem· !a¸ , it is possibleto insertafirst user¹�º�5«/ , andaseconduser¹Xº	5�¶ , afterthat ¹Xº	5«/ insertsinteger

A
in thesystem,¹Xº	5�¶ inserts

integer » , and ¹Xº	5�¶ canseethecorrectresult
AX¼ » .

Formula ´q¶ is similar but ¹�º�5«/ leavesthe systembefore ¹Xº	5�¶
seesthe result. Theexit of ¹Xº	5«/ doesnot affect thecomputing
of thesum.

½ /R¾T¿gÀ"ÁqÂÄÃ]Å�ÆpÇ�ÈnÉOÇ�ÊË¿µÀ"ÁqÂÄÃ]Ì«Ç�Í Î«ÏOÇ�ÆUÐ©ÑkÒ�Ó1/�Ô>Ê
¿gÀ"ÁqÂÄÃ]Ì«Ç�Í Î�ÏOÇ�ÆUÐ©ÑkÒ�Ó ¶ Ô>ÊË¿gÀ"ÁqÂÄÃOÎ«ÏpÇ�Æ È	Å�ÉpÕ�Ö�Ì�Ðz×OØ]ÑkÒ�Ó / ÔxÊ
¿gÀ"ÁqÂÄÃ]Î«ÏOÇ�Æ È	Å�ÉOÕ�Ö�Ì�Ð Ù�Ø]ÑÚÒ�Ó	¶nÔ>ÊË¿gÀ"Á�ÂÄÃ]ÆpÇ�ÏpÎ«Û É�Ðz×KÜÝÙ�Ø]ÑkÒ�Ón¶nÔxÊ½ ¶-¾T¿gÀ"ÁqÂÄÃ]Å�ÆpÇ�ÈnÉOÇ�ÊË¿µÀ"ÁqÂÄÃ]Ì«Ç�Í Î«ÏOÇ�ÆUÐ©ÑkÒ�Ó1/�Ô>Ê
¿gÀ"ÁqÂÄÃ]Ì«Ç�Í Î�ÏOÇ�ÆUÐ©ÑkÒ�Ón¶	Ô>ÊË¿gÀ"ÁqÂÄÃOÎ«ÏpÇ�Æ È	Å�ÉpÕ�Ö�Ì�Ðz×OØ]ÑkÒ�Ó1/�ÔxÊ
¿gÀ"ÁqÂÄÃ]Î«ÏOÇ�Æ È	Å�ÉOÕ�Ö�Ì�Ð Ù�Ø]ÑÚÒ�Ó ¶ Ô>ÊË¿gÀ"Á�ÂÄÃ]Î«ÏpÇ�Æ Ç�Þ�Õ ÉnÐ©ÑÚÒ�Ó / Ô>Ê
¿gÀ"ÁqÂÄÃ]ÆOÇ�ÏOÎ«Û É�Ð©×KÜßÙ�Ø]ÑÚÒ�Ó	¶nÔ>ÊàÃ

Formulaé / and ´ ¶ actuallyform a contract,sincethey corre-
spondto a possiblerun of the specificationgiven by Figure3
(transitionChemicalReaction occursin a non observable
wayassoonastwo integersarepresentin placeMSInt).

3. SYSTEM DESIGN

Thissectiondescribestwo developmentguidelines:thefirst one
enablesto reachaclient/serverdesign;thesecondoneadepend-
able design. Both guidelinesare illustratedwith an example,
basedon thecomputingof thesumof integerspresentedin the
previous section. Startingwith the sameabstractcontractual
specification,two differentJavaprogramsaredeveloped.

DevelopmentGuidelines
Thetheoryof refinementandimplementationbasedoncontracts
providesthe basisto formally prove that a refinementstepand
theimplementationphasearecorrect.However, thetheorycan-
not helpthespecifierin establishinga contract,andin choosing
a more concretespecification. Therefore,we suggestthe use
of developmentguidelines, i.e., a sequenceof refinementsteps
that a specifiershouldfollow whendevelopingan application.
Developmentguidelinesdependon the kind of applicationbe-
ing developed,they helpthespecifierin addressingandsolving
complex problemsprogressively duringtherefinementprocess.



Client/Server Applications
A client/server applicationis a distributed applicationwith at
leasttwá o entities:a server processingrequests,andoneor more
clients requiringservicesfrom the server. The clientsand the
serverarephysicallydistributedoveranetwork andacommuni-
cationlayer(TCP/IPsockets,UDPsockets,RPC,etc.) is neces-
sary.

Guidelines: Thedevelopmentstepsidentifiedin the
caseof client/serverapplicationsarethefollowing:

1. a setof informalapplication’s requirementsincludingval-
idationobjectivesis defined;

2. an initial contractualspecificationbasedon the informal
requirementsprovidesanabstractview of theapplication,
wheretheproblemis neitherdistributednor decentralized.
Thecontractreflectsthefunctionalityof theapplication;

3. afirst refinementstepprovidesadecentralizedview of the
application,wherethe data is distributed but not yet the
behavior. Thecontracttakesinto accountthefactthatdata
is distributed,aswell asaddedfeaturesdependingon this
distribution;

4. a secondrefinementstepprovides the applicationwith a
client/serverarchitecture whereboth the dataandthe be-
havior are distributed. The contractmust integrate the
client/server architecture,and any protocol or algorithm
thatthespecifierappliedwhenthisarchitectureis used;

5. a third refinement step introduces the communication
layer. In addition, it introducesfeaturesof the program-
minglanguage.Thisstepleadsto aview closeto thecode,
i.e., it takesinto accountthesemanticsof theprogramming
language.Thecontractcontainsthewholesetof properties
satisfiedby thespecification;

6. the last stepproducesthe program directly from the last
refinementstep.

Example: The applicationto develop is basedon
the computingof the sumsof integersasdescribedby the DS-
Gammasystemof Figure3. Therefinementprocessaccording
to theguidelinesabove [5] arethefollowing:

1. informal requirements: the applicationto develop allows
several usersto insert integersinto a multiset that is dis-
tributedacrosstheWeb. Theapplicationcomputesthesum
of integerspresentin thesystem.Everyusercanseethere-
sult;

2. initial contractual specification: the specificationpart is
given by Figure3. Thesystemis madeof a singleglobal
multiset.Everyuserinsertsintegersinto thismultiset.The
computingof thesumis realizedontheintegersof themul-
tiset, by repeatedlyor simultaneouslyremoving two inte-
gersfromthemultiset,andinsertingtheirsuminto themul-
tiset.

The contractcontainsevery formulae ensuringthat the
computingof thesumis correct;

3. first refinement: the systemis madeof several multisets
(one for eachuser). Every userinsertsintegers into his

correspondingmultiset. The computingof the sumsran-
domly removesintegersfrom oneor two multisetsandin-
sertstheir suminto a multiset. Theintegerspresentin the
localmultisetof auserwhowantsto leavethesystemmust
beproperlydispatchedto theotherlocalmultisets.

Thecontractextendstheinitial contractwith every formu-
lae necessaryto ensurethe correctnessof the computing
whenusersleave thesystem;

4. secondrefinement: thesystemis madeof several applets,
anda server. Eachuseris mappedto a dedicatedapplet:
theappletis responsiblefor maintaininga localmultisetof
integers;andfor allowing the userto insert integersinto
this multiset.Thecomputingof thesumis realisedin two
steps:first, every appletsendsthe integersmaintainedin
its localmultisetto theserver;second,everyappletcollects
pairsof integersfrom theserver, makesup their sum,and
insertsthe resultinto its local multiset. Theapplethasto
correctlysendits local multisetof integersto the server,
oncetheuserwantsto leave thesystem.Theappletshave
to avoid a deadlocksituationthat would occurwhen the
numberof integerspresentin thewholesystemis lessthan
thenumberof applets;a timeoutis introducedin orderto
avoid thissituation.

The contracttakesinto accountthe client/server architec-
ture(applets,server)aswell asthedeadlocksituation;

5. third refinement: the systemis madeof the applets,the
server, of TCP/IPbasedsocketsbetweenthe appletsand
theserver, andall necessarythreadshandlingthesockets.
A moresophisticatedquittingprotocolthanthatusedin the
secondrefinementis needed,in orderto avoid thatintegers
arelostbecausethey remainin socketswhena userleaves
thesystem.Thetimeoutusedto avoid thedeadlocksitua-
tion is maintained.In addition,thisstepintegratestheJava
virtual machinesemantics.

Thecontracttakesinto accounttheTCP/IPsocketsaswell
astheJavavirtual machinesemantics;

6. implementation: theJava programis simply derived from
thethird refinement.

DependableApplications
By dependableapplicationswe meanapplicationsthatareable
to copewith somesoftware or hardware faults. In the partic-
ular caseof dependabledistributedapplications,a designphase
hasbeenidentifiedwherethedependabilityanddistributioncon-
straintsare built accordingto the Coordinated Atomic action
concept.

Coordinated Atomic (CA) action model: It pro-
vides structuringprimitives and supportfor error recovery in
designingsystemscomposedof several concurrentinteracting
entities[17]. Themodeldistinguishesbetweencooperative con-
currency, whichis expressedusingconversations[15], andcom-
petitiveconcurrency, whichis expressedusingtransactions[10].
Conversationsareusedto control cooperative concurrency and
to implementcoordinatedanddisciplinederror recovery while
transactionsareusedto maintainthe consistency of sharedre-
sourcesin thepresenceof failuresandcompetitiveconcurrency.

EachCA actionhasasetof rolesthatareactivatedby actionpar-
ticipants(externalactivities suchasthreads,processes),which



cooperatewithin the CA actionscope.Logically, a CA action
startswhenall roleshavebeenactivatedandfinisheswhenall of
themhaâ ve reachedtheCA actionend.

External(transactional)objectscanbeusedconcurrentlyby sev-
eralCA actionsin sucha way thatinformationcannotbesmug-
gled amongtheseCA actionsandthat any sequenceof opera-
tions on theseobjectsbracketedby the startandcompletionof
a CA actionhastheACID (atomicity, consistency, isolationand
durability) properties[10] with respectto othersequences.To
the outsideworld, the executionof a CA action looks like an
atomictransaction.

Thestateof aCA actionis representedby a setof local objects;
eachCA actiondealswith theseobjectsto guaranteetheir state
restorationif errorrecovery is to beprovided. Local objectsare
themainmeansfor participantsto interactandtocoordinatetheir
execution(externalobjectscanbeusedaswell).

TheCA actionmechanismalsoprovidesa basicframework for
exceptionhandling,which cansupporta variety of fault toler-
ancemechanismsaimedat toleratingboth hardware and soft-
warefaults[3, 12].

The useof CA actiondesignmakesit easierto prove formally
thatthesystemhascertainproperties,sinceeachCA actionguar-
anteesa setof properties. Thesecanbe usedto constructthe
proofof globalsystemproperties.

Guidelines: The designphaseof dependabledis-
tributed applicationsusing the CA action conceptis as fol-
lows [6]:

1. a setof informal applicationrequirementsis stated.It in-
cludesvalidationobjectivesaswell asfault tolerancecon-
straints;

2. aninitial contractualspecificationis built. It givesamodel
of the application,which is abstractenoughto be as in-
dependentas possibleof implementationconstraints, i.e.,
distributivity andfault-tolerancearenottakenintoaccount.
Thecontractrepresentsthefunctionalityof theapplication;

3. a refinementof the initial specificationis realised.It pro-
vides the CA action designof the applicationwheredis-
tributivity andfault-toleranceareintegrated.Thecontract
takesintoaccounttheCA actiondesignaswell asthefaults
thattheapplicationis ableto recover;

4. thenext stepprovidesaspecificationcloseto thecodethat
takesinto accountthesemanticsof theprogramminglan-
guage.Thecontractis madeof all formulaesatisfiedby the
specification;

5. finally, the implementationis derived.

Example: This example is similar to the example
usedfor the client/server application. In addition, the system
hasto copewith errorsthatcanoccurduring the computingof
thesums.

1. informal requirements: the applicationto develop allows
several usersto insert integersinto a distributedmultiset.
Theadditionoperationcanfail, thestorageandremoval of
integersinto/fromthemultisetcanfail;

2. initial contractual specification: it is given by the same
contractualspecificationastheclient/server example.The
systemis madeof a singleglobalmultiset,andevery user
insertsintegersdirectly into this multiset. Thecomputing
of thesumis realizedon theintegersof themultiset.This
contractualspecificationassumesthatno errorsoccur;

3. first refinement: thesystemis composedof asetof partici-
pants(oneperuser)thatmaintaina local multiset;a setof
CA actions;andaCA actionschedulerthathandlesCA ac-
tions.A CA actionis madeof threeroles:two participants
(producers)thatfurnisheseachoneintegerfrom their local
multiset,anda participant(consumer)that collectsthese
two integers,sumpsthemup, andstorestheresultinto its
localmultiset.Localmultisetsof theparticipantsareexter-
nal objects,andcanbe accessedonly within CA actions.
Therefore,consistency andintegrity areguaranteedby the
CA actionsupport. In the caseof failure of the addition
operation,the consumerkeepsboth integersby inserting
theminto its local multiset,while theproducerscomplete
the CA action as if no error had occur. The CA action
scheduleris responsiblefor receiving informationfrom all
participantsaboutany new numberthey have in their local
multiset. It startsa new CA actionwhenever thereareat
leasttwo integersin the local multisets. Therecanbe as
many CA actionsactive concurrentlyastherearepairsof
integersin all localmultisetsatagiventime.

Thecontractintegratesthefailureof theadditionoperation;

4. secondrefinement: the systemfollows the sameCA ac-
tion designasthefirst refinement.In addition,it integrates
theJavaRemoteMethodInvocation(RMI) in orderto dis-
tribute objects. The CA actionscheduleris a remoteob-
ject,participantsareremoteapplets.CA actionsareobjects
whoserolesaremethods.

Thecontracttakesinto accounttheRMI communicationas
well astheJavavirtual machinesemantics;

5. implementation: theJava programis deriveddirectly from
thesecondrefinement.

4. RELATED WORKS

Definitionsof refinementof formalspecificationsareusuallynot
relatedto an implementationphase,andnot incorporatedinto a
developmentmethodology. This sectiondescribesfirst, some
definitionsof refinementof formal specificationsthat areclose
to thedefinitiongiven in this paper;second,a definitionof im-
plementation.

Specifications
Definitions of refinementare all basedon the preservation of
(possiblytranslated)properties(eitherimplicitly, or explicitly by
the meansof additionallogical formulae). We presentfirst the
definitionsof therefinementof formal specifications(VDM

�q�
,

andTimedPetri nets)thataresimilar to our approach.Indeed,
they userefine relationsand additionalformulaeto verify the
correctnessof the refinementsteps. However thesedefinitions
differ from our, sincethey arebasedonawholesetof properties
to be preserved insteadof a customizedcontract. Second,we
give thetraditionaldefinitionsof refinementof Petrinets.



VDM : It is anobject-orientedspecificationslan-
guagedueto Lano [11]. The definition of refinementis based
on the folloã wing idea: ”If

·
is a refinementof  , it mustnot

bepossiblefor a userof thecommoninterfaceto beableto de-
vise an experimentwhich would allow him to deducewhether
hehadaninstanceof  or of

·
.” This impliesthefollowing:

·
mustnot remove functionalityor behavior from  , and

·
can

addnew methodsonly if the behavior of the new methodscan
bedescribedasacombinationof thebehavior of methodsof  .

In order to formally prove a refinementstep,for eachclass  
a logical RTL (RealTime Logic) languageä-å is defined,and
a theory æ å expressingthe semanticsof  in this languageis
given. Similarly for

·
, a theory ægç is given. The refinement

is definedon the basisof thesetheories.
·

refines  via a re-
trieve function è , from theattributesof

·
to thoseof  , anda

renaminǵ of themethodsof  , if:

é�êSë äËå + ægå@ì êîí æ ç ìc´ ; ê[ï è ;xðKF�ñ ¹kò FU\
This formulameansthatthetranslationin

·
of every formula

ê
that is truein thetheoryof  leadsto a formulathatis still true
in the theoryof

·
. The translationof a formula in  consists

in replacingeachattributeof  appearingin theformulaby the
correspondingexpressionof

·
(built with attributesof

·
) given

by the retrieve function è , andby renamingthemethodsusing´ .

Timed Petri nets: We presentnow an approach
concerningthe refinementof timed Petri netsbasedon the use
of a temporallogic. TRIO is a linear, first-ordertypedtempo-
ral logic dueto Ghezziet al. [9]. A TRIO axiomatisation,due
to Felderet al. [8], hasbeengivento a kind of timedPetrinets
whereeachtransitionis associatedwith afiring timeinterval de-
scribingits earliestandlatestfiring time afterenabling.A tran-
sition consumesexactlyonetokenfrom eachplacein its preset,
andproducesexactlyonetokeninto eachplacein its postset.At
agiventimea transitionmayfire severaltimes.

The TRIO axiomatisationof thesetimed Petri netsis basedon
two predicates:(1)

D�ó4A 5�% ;xð$+�D�F meansthat,at thecurrenttime,
transition

ð
fires

D
times,and(2) ô�6�õK% Dqóö; º +�A�+ # +Oð$+ » + I F means

that, at the currenttime, the
A
th firing of transition º produces

a token thatentersplace# , this token is consumedafter I time
units by the » th firing of transition

ð
. Given a net ÷ , a setof

axioms øÄù ; ÷ F is built, that takes into accountthe net and its
initial marking.From øúù ; ÷ F a theoryis derived,notedû . On
the basisof the two above predicatesandarithmeticoperators,
formulaecanbe expressedover the net. If a formula ´ canbe
derivedfrom thetheoryof ÷ , ìKüE´ , theneveryexecutionof the
netsatisfiesthepropertý .

Theimplementationrelation,of Felderet al. [7], of anet ! by a
net ý , is basedon thepreservationof observableproperties.A
net ý implementsa net ! if the observablepropertiesof ! are
alsoobservablepropertiesof ý aftertranslatingtheminto ý . The
only observableeventsin a netaretransitionfirings. Therefore,
anobservablepropertý , of anet ! , is aformulaconstructedon
thebasisof thefiring predicate

Dqó4A 5�% ;xð$+�D�F only, andmustbe
derivedfrom þ (thetheoryof ! ): ì�ÿ ´ .

During a refinementstep,it is possibleto refinea transitionby
several transitions(not just one). An event function, 0 ��� 9 �

� J , mapstransitionsof ý to transitionsof ! . Theeventfunction
maybepartial(a transitionof ý hasno correspondingtransition
in ! ), hasto be surjective (every transitionin ! must have at
leastonecorrespondingtransitionin ý , sothatevery observable
propertyof ! canbetranslatedinto anobservablepropertyof ý ).
Theevent functionmaybenon-injective: a transitionin ! may
beassociatedto severaltransitionsin ý .

Given an event function 0 , a propertyfunction, 2 � þ ��� is
univocallyderived. It translatespropertiesof thetheory þ , of ! ,
to propertiesof the theory � , of ý . The translationis basedon
thetranslationof thefiring predicate:

2 ;xDqó4A 5�% ;xð$+�D�F�F '�� D / \n\	\ � D
	�;xD / ¼_\	\�\1¼àD
	 '
D ² Dqó4A 5�% ;xð / +�D / F ² \	\	\
² Dqó4A 5�% ;xð 	 +�D 	 F�F

where� ð / +	\	\	\q+�ð 	
� is thesetof all transitionsof ý mappedto
ð

( 0 ;xð : F ' ð$+	d"?SAf? º ). Thepredicatethatassertsthattransitionð
fires

D
timesis translatedinto apredicatethatsaysthatthesum

of firingsof thetransitionsof ý mappedto
ð

is also
D

.

A net ý implementsa net ! through 0 if f for eachobservable
formula ´ of ! :

ìXÿ ´ í ì��ß2 ; ´ FU\

Thismeansthatevery observableformulaof ! is translatedinto
anobservableformulaof ý .

Petri nets: Thetechniquesfor refiningunstructured
Petrinetsarebasedon thereplacementof a transitionor aplace
by a subnet. Thesetechniquesdiffer in the way the subnetis
embeddedinside the initial net. Moreover, we candistinguish
two familiesof refinementtechniques:(1) techniquesensuring
that the initial net and its refinementhave the sameproperties
(they areequivalentin somesense);(2) techniquesensuringthat,
givenanequivalencerelation,two equivalentnetsarerefinedto
two equivalent nets. Techniquesof the first family (a net re-
finesto an equivalentnet) areusedwhenboth the original net
and its refinementhave the samebehavior. Techniquesof the
secondfamily (two equivalentnetsrefineto two equivalentnets)
areusedwhentherefinementintroducesnew elements,suchthat
theoriginal netsandtheir respective refinementshave different
behaviors.

Programs
The verification that a programis correctwrt systemspecifi-
cationsis a problemsimilar to the one of verifying that sys-
temspecificationsarecorrectwrt therequirementspecifications.
Thus,theuseof a logical languagein additionto aprogramming
languageshouldhelp the verificationtask. In the last decades,
only few attemptshave beenundertaken to considerthe ideaof
integratingassertionsinto programs.More recently, Meyer [13]
haspromotedthis idea,and even goesa stepfurther. Indeed,
he advocatesthat, in order to facethe problemof correctness,
every programoperation(instructionor routinebody)shouldbe
systematicallyaccompaniedby apre-andapost-condition.



5. CONCLUSION

This paperâ presentsa methodologyfor developing distributed
programsbasedon the stepwiserefinementof formal specifi-
cations. The methodologyadvocatesthe useof specificlogi-
cal propertiesfor guiding and verifying refinementsteps,and
enablesprogressive systemdesignand formal validation wrt
client’s requirements.The paperpresentsaswell development
guidelinesthathelpthespecifierto faceproblemsprogressively,
sinceadditionalcomplexity is introducedat eachstep.

Furtherresearchwill consider:

³ developmentguidelinesthat addressotherkinds of appli-
cations,e.g.,systemsdevelopedusingmobileagents;³ developmentguidelinesasrefinementpatterns.Develop-
mentguidelinesshouldbeconsideredasanessentialmeans
for developingcorrectsystems;³ automatedverification,andconstructionof contracts;³ theimprovementof theHennessy-Milnerlogic with some
temporaloperators,or eventheuseof anotherlogic in the
framework of CO-OPN/2. Indeed,the Hennessy-Milner
logic is averysimplelogic thatenablesto easilybuild tools
for verification. However, it lacksexpressivity, sinceany
invariantneedsaninfinite setof formulaeto bedescribed.
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